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2FA
3DES
ACL
AES
AJAX
ALE
API
APT
ARF
ARO
ASIC
ASLR
ATT&CK

BCDR
BCP
BGP
BIOS
BYOD
CA
CAN
CASB
CBC
CCE
Cl/CD
cip
CMDB
CMMI
CN
COPE
COPPA
CPE
CPU
CRL
CRM
CSA
CSP

BB

Two-Factor Authentication

Triple Digital Encryption Standard
Access Control List

Advanced Encryption Standard
Asynchronous JavaScript and XML
Annualized Loss Expectancy
Application Programming Interface
Advanced Persistent Threat

Asset Reporting Format

Annualized Rate of Occurrence
Application Specific Integrated Circuit
Address Space Layout Randomization
Adversarial Tactics, Techniques

& Common Knowledge

Business Continuity and Disaster Recovery
Business Continuity Plan

Border Gateway Protocol

Basic Input/Output System

Bring Your Own Device

Certificate Authority

Controller Area Network

Cloud Access Security Broker

Cipher Block Chaining

Common Configuration Enumeration
Continuous Integration/Continuous Delivery
Common Industrial Protocol
Configuration Database Management
Capability Maturity Model Integration
Common Name

Corporate Owned, Personally Enabled
Children’s Online Privacy Protection Act
Common Platform Enumeration
Central Processing Unit

Certificate Revocation List

Customer Relationship Management
Cloud Security Alliance

Cloud Service Provider
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CSR
CSRF
CVE
CVSsS
CYoD
DAC
DAST
DDoS
DEP
DLP
DNP3
DNS
DNSSEC
DoH
DoS
DRM
DRP
DSA
EAP
ECB
ECDH
ECDSA
EDR
ERP
ESB
FIM
FPGA
FTK
GCM
GDPR
HIDS
HIPS
HMAC
HOTP
HSM
HSTS
HTML

EZiEEE

Certificate Signing Request

Cross-Site Request Forgery

Common Vulnerabilities and Exposures
Common Vulnerability Scoring System
Choose Your Own Device

Discretionary Access Control

Dynamic Application Security Testing
Distributed Denial of Service

Data Execution Prevention

Data Loss Prevention

Distributed Network Protocol 3

Domain Name System

Domain Name System Security Extensions
DNS over HTTPS

Denial of Service

Digital Rights Management

Disaster Recovery Plan

Digital Signature Algorithm

Extensible Authentication Protocol
Electronic Codebook

Elliptic-Curve Diffie-Hellman
Elliptic-Curve Digital Signature Algorithm
Endpoint Detection and Response
Enterprise Resource Planning
Enterprise Service Bus

File Integrity Monitoring
Field-Programmable Gate Array
Forensic Toolkit

Galois/Counter Mode

General Data Protection Regulation
Host-based Intrusion Detection System
Host-based Intrusion Prevention System
Hash-based Message Authentication Code
HMAC-based One-Time Password
Hardware Security Module

HTTP Strict Transport Security
Hypertext Markup Language
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HTTP Hypertext Transfer Protocol

HUMINT Human Intelligence

HVAC Heating, Ventilation, and Air Conditioning
laaS Infrastructure as a Service

IAST Interactive Application Security Testing
ICS Industrial Control System

IDS Intrusion Detection System

loT Internet of Things

IP Internet Protocol

IPS Intrusion Prevention System

IPSec Internet Protocol Security

ISA Interconnection Security Agreement
ISAC Information Sharing Analysis Center

ISO International Organization for Standardization
ISP Internet Service Provider

JSON JavaScript Object Notation

JWT JSON Web Token

KVM Keyboard, Video, and Mouse

LAN Local Area Network

LDAP Lightweight Directory Access Protocol
MAC Mandatory Access Control

MD Message Digest

MFA Multifactor Authentication

Mou Memorandum of Understanding

MSA Master Service Agreement

MTBF Mean Time Between Failure

MTTR Mean Time to Recovery

NAC Network Access Control

NAT Network Address Translation

NDA Non-Disclosure Agreement

NFC Near Field Communication

NGFW Next Generation Firewall

NIC Network Interface Controller

NIDS Network Intrusion Detection System
NIPS Network Intrusion Prevention System
NIST National Institute of Standards and Technology
NX No Execute

OCsP Online Certificate Status Protocol

OEM Original Equipment Manufacturer

OFB Output Feedback

0S Operating System

OSINT Open-Source Intelligence

oTP One-Time Password

OVAL Open Vulnerability and Assessment Language
OWASP Open Web Application Security Project
Paas Platform as a Service

PBKDF2 Password-Based Key Derivation Function 2
PBX Private Branch Exchange

PCAP Packet Capture

PCI DSS Payment Card Industry Data Security Standard
PGP Pretty Good Privacy

PIl Personal Identifiable Information
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QoS
RA
RACE

RADIUS
RAID
RDP
REST

RF
RIPEMD

ROI
RPO
RSA
RTO
RTU
S/MIME
Saas
SAE
SAML
SAN
SASE
SAST
SCADA
SCAP
SDN
SDR
SD-WAN
SEAndroid
SED
SELinux
SFTP
SHA
SIEM
SLA

SLE
SMB
SNMP
SOA
SOAP
SOAR
SoC
SPAN
SQL
SSH
SSL
SSO
STAR
TACACS

EZEEE

Public Key Infrastructure

Programmable Logic Controller
Pre-Shared Key

Quality of Service

Registration Authority

Research and Development in Advanced
Communications Technologies in Europe
Remote Authentication Dial-in User Server
Redundant Array of Inexpensive Disks
Remote Desktop Protocol
Representational State Transfer

Radio Frequency

RACE Integrity Primitives Evaluation
Message Digest

Return on Investment

Recovery Point Objective

Rivest, Shamir, and Adleman

Recovery Time Objective

Remote Terminal Unit
Secure/Multipurpose Internet Mail Extensions
Software as a Service

Simultaneous Authentication of Equals
Security Assertion Markup Language
Subject Alternate Name

Secure Access Service Edge

Static Application Security Testing
Supervisory Control and Data Acquisition
Security Content Automation Protocol
Software-Defined Networking
Software-Defined Radio
Software-Defined Wide Area Network
Security Enhanced Android
Self-Encrypting Drive

Security Enhanced Linux

SSH File Transfer Protocol

Secure Hashing Algorithm

Security Information Event Management
Service-Level Agreement

Single Loss Expectancy

Server Message Block

Simple Network Management Protocol
Start of Authority

Simple Object Access Protocol

Security Orchestration, Automation, and Response
System-on-Chip

Switched Port Analyzer

Structured Query Language

Secure Shell

Secure Sockets Layer

Single Sign-On

Security Trust Assurance and Risk
Terminal Access Controller Access Control System
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Test Access Points

Total Cost of Ownership

Transport Layer Security
Time-Based One-Time Password
Trusted Platform Module

User and Entity Behavior Analytics
Unified Extensible Firmware Interface
Unified Threat Management

Virtual Desktop Infrastructure
Virtual Local Area Network

Virtual Machine

Virtual Network

Virtual Network

Voice over Internet Protocol

Virtual Private Cloud

Virtual Private Network

Web Application Firewall

Wired Equivalent Privacy

Wireless Intrusion Detection System
Wireless Intrusion Prevention System
WiFi Protected Access

Web Services

Extensible Configuration Checklist
Description Format

Extensible Markup Language
Execute Never

Cross-Site Scripting
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