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Infrastructure as Code

Identity and Access Management
Interactive Application Security Testing
Internet Control Message Protocol
Industrial Control System

Insecure Direct Object Reference
Identity Provider

Intrusion Detection System

Interior Gateway Routing Protocol
Internet of Things

Internet Protocol

Intrustion Prevention System
Integrated Scripting Environment
JSON Web Token

Key Distribution Center

Kerberos Ticket Granting Ticket
Lightweight Directory Access Protocol
Local File Inclusion

Link-Local Multicast Name Resolution
Living off the Land Binaries

Line Printer Daemon

Local Security Authority Subsystem Service
Media Access Control

Mobile Application Security Verification Standard
Multifactor Authentication
Management Information Base
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MMS
MSA
MX

NDA
NFC
NSE
NTLM
OCTAVE

oIbC
OpenVAS
0s
OSINT
0SSTMM

oT
OWASP
PTES
PWS
QcC
RCE
RDP
RFI
RFID
RIP
RPC
SaaS
SAM
SAML
SAST
SCA
SCADA
SDK
SDLC
SDR
SET
SIEM

EXZFR

Multimedia Messaging Service

Master Services Agreement

Mail Exchange

Non-Disclosure Agreement

Near-Field Communication

Nmap Scripting Engine

New Technology LAN Manager
Operationally Critical Threat, Asset, and
Vulnerability Evaluation

OpenlID Connect

Open Vulnerability Assessment Scanner
Operating System

Open-Source Intelligence

Open-Source Security Testing Methodology
Manual

Operational Technology

Open Worldwide Application Security Project
Penetration Testing Execution Standard
Performance Work Statement

Quality Control

Remote Code Execution

Remote Desktop Protocol

Remote File Inclusion

Radio Frequency Identification

Routing Information Protocol

Remote Procedure Call

Software as a Service

Security Account Manager

Security Assertion Markup Language
Static Application Security Testing
Software Composition Analysis
Supervisory Control and Data Acquisition
Software Development Kit

Software Development Life Cycle
Software-Defined Radio

Social Engineering Toolkit

Security Information and Event Management
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i
SMB
SMS
SNMP
SOA
SoC
Sow
SPN
SQL
SQLi
SSH
SSID
SSL
SSO
SSRF
STRIDE

TCP
TGS
TLS
ToS
TTP
UDP
URL
USB
VLAN
VNC
VPN
WAF
WinRM
WLAN
WMI
WPAD
WPS
XSS
ZAP

EXEWH

Server Message Block

Short Message Service

Simple Network Management Protocol
Start of Authority

Security Operations Center

Statement of Work

Service Principal Name

Structured Query Language

Structured Query Language Injection
Secure Shell

Service Set Identifier

Secure Socket Layer

Single Sign-on

Server-Side Request Forgery

Spoofing, Tampering, Repudiation, Information
Disclosure, Denial of Service, Elevation of Privilege
Transmission Control Protocol

Ticket Granting Service

Transport Layer Security

Terms of Service

Techniques, Tactics, Procedures

User Datagram Protocol

Uniform Resource Locator

Universal Serial Bus

Virtual Local Area Network

Virtual Network Computing

Virtual Private Network

Web Application Firewall

Windows Remote Management
Wireless Local Area Network
Windows Management Instrumentation
Web Proxy Auto Discovery

Wi-Fi Protected Setup

Cross-Site Scripting

Zed Attack Proxy

CompTlA



PenTest+D/N\— Kz 7¢I Rz 7—&

** K1) X ME, PenTest+ MZEREHE L THRILTTUL = =812 CompTIA A
REL. W—F9xzT7¢EVYIEIZTDYRRITYT, bL—ZUFFERLTL
BEETH, FL—=VJDREICHELGEFEZEIVR—FR D FEERLIEZLEE
[C’IBET, FEFEVIICHFEEZTEIFON-EBHIIAITHY ., §RTEHE
TH5LEDOTIEHY FHA,

VIo2bozxT

N—FHx7
. c VIV RFREANDT VLR

avbEa—4—

s JANLARTIOERRA 2k

o H—/N—

c RAYF

o —TJILIES

c T7ATI+—IL

S

« IRAMR—ZXDEBEARE (HD) /R7F7HY+ERa> A=)
Ny RO T OV AUNTRER DAV LARATE T4

- a9 RSAUA VB —Tz—R (CLI) ~DT7HER
- BEOVY—ILADTIER
- OS5SHRY—ERDA VARE VR

« 0SS/t R

- F—T2Y—R0S

« RERIML—=YaVFARNIL—LT—H
cRETYVYI RO

c RF¥ v YU—)L

c BRET VTS - B Y=L
s ENAILTINAR - SAST
- loTH#28 (A AS. ¥4 AaYFa—49—, A7v—Fk - DAST

TViZ &E)

+ Bluetooth7 % 7%

- BHEET ) V48— (BR/ 74 ¥ LRIZHIE)

« NFC/RFIDY O—=> #4588

- BERAETY b (REBTBHIHE)

« HEREREET/NMR

- JagsxJradyyar ka—3— (PLC)

- VI bz 7EE (SDR) v b+

- USB7S5w¥a k347

CompTlA

*COLTUVNILTRA NI

- AT L—Y—IJL
- NRT—=RI3vh—

s TIVH—=a3vEeFxaUTFaVU—
« FTINyH

c JAVYLARATARMY—IL

- Web7oFov—)L

s =X VNI ZTFTYTY—)L
s JE—FTHOERY—IL

XY RT=OY—)L

- A bralLTFSAH—
- RZYIT4TY—

cEEUTATRARY—L
« =TV —RFEELRFHDSecurity Information and

Event Management (SIEM) /RA#E L X T L (IDS) /&=
ABBLESRTL (IPS) /T RRA v bEFa T4 DE
Y=

- C2Y—JL

© 2023 CompTIA, Inc. [& CompTIA, Inc. D5 A £ AO T THEMA, \|EFEEEHEL, ERTOTSLICEET 2IRTORETOY S LELUVHKBIL,
CompTIA, Inc. DHIZE > TEEESNTLVET, CompTIA (£, CompTIA Inc. DXERE L VLEHRIZEITIEHREIETT, CIISRTEFOHDTIS VR
RUEHAIE. CompTIA Inc. £-[EZDERBEOEEEEHY—EXAT— THHHENHY EF . CompTIA Inc. DEFEIC & HREEL LICERE(E

BEHTHEBFELONATNET ., RETHR. 109862023 £12 A



