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* Filesystem Hierarchy « HAMGEE S OtER o« V—ZAHSOEARN VY
Standard (FHS) - Basic Input/Output System (BIOS) =V INA IV
- /boot - Unified Extensible Firmware - ./configure
- /proc Interface (UEFI) - make
- /sys -axR>VE - make install
- /var * mkinitrd e ANL—=YDavte Tk
- Jusr * grub2-install -I7PAIVAN—Y
- /lib * grub2-mkconfig -70OvIAN—Y
- /dev * grub2-update ATV MANL—D
- Jetc * dracut -IN=TAAVDEATIR
- Jopt - initrd.img * Master Boot Record (MBR)
- /bin - vmlinuz + GUID [Globally Unique
- /sbin - Grand Unified Bootloader |dentifier] Partition Table (GPT)
- /home version 2 (GRUB2) - Filesystem in Userspace (FUSE)
- /media -EEEyY—X -RAID DLV
- /mnt * Preboot eXecution s AbT1EVY
- /root Environment (PXE) «ZIS—Y
- /tmp * Universal Serial Bus AUS 224
(USB) h5MicEh s N—RIT7BRDUAMRTR
* ISO H5DfEH) - Ispci
o H—XJVINZwY - Isusb
o /dev [CHITBREDT/INAA - dmidecode
-7AavITINMR

-FYSUE—TINAR
-y SU2—TINMM A
» /dev/null
» /dev/zero
» /dev/urandom
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o T7AIVDiRE
-sed
-awk
- printf
- nano
-vi(m)
o« 77 IVDENE. 77—
- 9zip
- bzip2
- Zip
- tar
- Xz
- cpio
-dd
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- stat -mv
- file -Ccp
s VIRV EN—=FUY - mkdir
e YRTFLEDT7AILOIE— - rmdir
-rsync -ls
-scp - pwd
-nc -rm
-cd
- tree
- cat
- touch
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o TARIIN—TA3Y
-avvR
« fdisk
e parted
e partprobe
s O—AIWBLTUE—FT/INAR
DIIV
- systemd.mount
- Jetc/fstab
- mount
- Linux Unified Key Setup (LUKS)
- NEBTINA R
s J7AMIVV AT LERE
-XFSY—)b
-Ext4V—)b
- Btrfs 'V—)U
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o ANL—VREBETARYERE * RAID REDKE
DEZZRIY -mdadm
-df - /proc/mdstat
-du * Storage Area Network (SAN)/

Network-Attached Storage (NAS :
Xy NI —VERA N —Y)
- multipathd

Logical Volume Manager (LVM :
MEAR)1—LIR—Tv) EAW
fe R a1— LOIEREEE

-aARVR - XY NID=TT7A IV AT s
¢ pVs * Network File System (NFS)
* Vgs » Server Message Block
o lvs (SMB)/Common Internet
¢ lvchange File System (CIFS)
« lvcreate o ANL—IN\—FRIxT
¢ vgcreate - Isscsi
* lvresize - Isblk
¢ pvcreate - blkid
* vgextend - fcstat
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e YRATFLHY—EX s TOAEE - 7TAtERART—ER
- systemctl -Kill 7+ I1b Ve
21k * SIGTERM « R)=7
- BHIR * SIGKILL « {7
- EH * SIGHUP e {21kh
e AT—42X - TOvRERNTWE T 71)LDF A - 37
- B3t . top *bg
¥ 30l d *ps . fg
«IRY * [sof * jobs
e A TJa—jlH—ER « htop * Ctrl+Z
- cron -ERESONTA o Ctrl+C
- crontab * nice » Ctrl+D
- at * renice - pgarep
- pkill
- pidof
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e {UR—TI—RAEE o FEIfER o Ry RT—UER

-iproute2 *V—Jb - nsswitch - tcpdump
*ip - Jetc/resolv.conf - wireshark/tshark
eSS - systemd - netstat

- NetworkManager ¢ hostnamectl - traceroute
e nmcli « resolvect! - ping

- net-tools - Bind-utils - mtr
« ifconfig « dig s JE—bFRYINT—=DVY—)Ib
« ifcfg ¢ nslookup - Secure Shell (SSH)
¢ hostname ¢ host -cURL
earp - WHOIS - wget
s route -nc

- Jetc/sysconfig/network-scripts/ -rsync

- Secure Copy Protocol (SCP)
- SSH File Transfer Protocol (SFTP)

CompTIA Linux+ FRE SR ZEEF 1.0 GElEREFES | XKO-005) CompTlAn



1.0 | VAT LEE

@ 535nksFUAICEDNT VT I 7 ORE
EAVAN—IVERBT HTENTES,

s Ny —VEE
-DNF
-YUM
-APT
-RPM
- dpkg
-ZYpp

s YU RRYIRLENTT S )r—3y o YATLER
- snapd - AH—FRIVEH
- Flatpak - INYI—IERR
- Applmage
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o BH 771 IVDEH
- Fg
- —EXOBES)
e H—EXDUO—R
- rpmnew
- rpmsave
BHZ71IVDLRI Y
* Jetc/apt.conf
* /etc/yum.conf
* Jetc/dnf/dnf.conf
* Jetc/yum.repo.d
« Jetc/apt/sources.list.d
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o h—RIVA T3> DR o —MRINGEI AT LT —EXDIER

- INTA—R - SSH
¢ sysctl - Network Time Protocol (NTP)
* Jetc/sysctl.conf - Syslog
-E®Va—b - chrony
*Ismod s O—AJUk
¢ imsmod - timedatectl
s rmmod - localectl
¢ insmod
* modprobe
* modinfo
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* Public Key Infrastructure  SERRZEDERA * Linux MD3&1t,

(PKI : REAEA VT SANSTFv) - Secure Sockets Layer (SSL) / -tFa)TARAFrY

SERRZETE Transport Layer Security (TLS) -tFa7J—b

- ./l-x\ﬁlﬁ%g = 'IEEE U)DIL,\EI « UEFI

- s =1t - VAT LOVER

- BCEREE . E?:JE - 774Uk umask DHE

-TIURIVES -b=o - a7 THROWY—EXOEMME /B

- AV RH—REEREZ - Multifactor Authentication - INRT— R DEEAEF TS

-\wafk (MFA : ZEHEPAD - REHENYT—I%HIBRTS

SIS - Pluggable Authentication - H—RIVDINTGA—BEFETS

Modules (PAM) -Y—ERTHIU N EEFATICTS

- System Security Services - RANTPAT 04— IVEEH TS

Daemon (SSSD)
- Lightweight Directory
Access Protocol (LDAP)
-G A AT (SSO)
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o 7H0 DR EHIBR s THUVINERE
-d—T74U7+ - passwd
¢ useradd - chage
e groupadd - pam_tally2
* userdel - faillock
» groupdel - Jetc/login.defs
e usermod
e groupmod
. id
* who
oW
=TIV
-RETTAIV
* Jetc/passwd
* Jetc/group
* /etc/shadow
* Jetc/profile
* Jetc/skel
« bash_profile
 bashrc
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- IRIEDIBRLDHESS

- Internet Protocol (IP: A2 —X%w
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- firewalld
- iptables
- nftables
- Uncomplicated FireWall (UFW)
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¢ SSH

-RETFAIV
« Jetc/ssh/sshd_config
* Jetc/ssh/ssh_config
» ~/.ssh/known_hosts
« ~/.ssh/authorized_keys
* Jetc/ssh/sshd_config
« Jetc/ssh/ssh_config
» ~/.ssh/config

-avvUR
¢ ssh-keygen
* ssh-copy-id
¢ ssh-add

-V
* X11 853
o R—ERX
 BjAVERIX

B 5A5nfc
s TV AN
- Access Control List
(ACL : 77 AHIHE) R )
- Set User ID (SUID)
- Set Group ID (SGID)
-ATAvF—Evh
¢ Security-Enhanced Linux (SELinux)
-AVTFFERMN—Z vy
-oNJb
- BEIESN/V
-VRTLT=)T
- 27—k
« Enforcing
¢ Permissive
¢ Disabled
- R — 0B
e S
- BIERR

j_ljj_(lLﬁj L\T\

e DI—HY—LLTOAXVFEERTTS

- Jetc/sudoers
- PolicyKit Jb—)U
-axvrR

e sudo

e visudo

. su —_

* pkexec

e AppArmor

-7 =305
s ARVRZAVA—T14)T+

- chown

- umask

- chmod

- getfacl

- setfacl

-ls

- setenforce

- getenforce

- chattr

- Isattr

-chgrp

- setsebool

- getsebool

- chcon

- restorecon

- semanage

- audit2allow
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s JTIVRY)TDEER -IZEIN) =L)AL
- )= .|
* while ol
« for o>
e until o >>
- R e <
o if . <<
« switch/case &
- )VINSA—ZDER . &&
«5O7 e YRA LYK
s JL—XDEMH o stderr
- e e stdout
By -7 RFaATR
* XF5 -¥&r73a—F
o« J—=1)7 - VT )ViBdFHAH ARV
- * read
- RRE B » echo
- IFFRRIR * source

s —fRMERV)T N I—FT1 )T
e awk
e sed
* find
* Xargs
* grep
e egrep
e tee
*WC
e cut
o tr
- head
- tail
o RIEEW
- $PATH
-$SHELL
-$?
o FEX/ NREHENT/ N R

B 5ANTcFIAICEDWCEANG OV THMFZRITIHTENTES,

s AVTTOER

- EcE) / =1k

- IRE

-5z
-BEOAMA—TDTTOA
- AV T FHDEST
-Ox>y

- R—rDRE
o AVTFAA—IDIRE
- build
- push
- pull
- list
- rmi
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/— - N 2
%'f—f—a—%(—&b\? %%O
¢ clone
* push
e pull
e commit
e add
¢ checkout
¢ branch
e tag
e gitignore
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o 77V

- YAML Ain’t Markup

Language (YAML)

- JavaScript Object Notation (JSON)
s 1—T4UT«

- Ansible

- Puppet

- Chef

- SaltStack

- Terraform

BT BHIENTES,

* Kubernetes D A1)y &7
Tr—a DR
- Pods
- Sidecars
- Ambassador A7+

e VTIV/—R. RIVFOAVT ORGSR
154

s AVTFDXFEAN —D
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» Continuous Integration/Continuous
Deployment (CI/CD : #§&y1 > 7
JL—av /#MENT 7O AV
- &

s BEL Gt DMWY
- merge
- rebase
-Pull J TR K

B I>7 ISV A=A —3>0atwT E

« AVTFRYET—
A==l ARV T—Y
-TVwIVYT
- Network Addess Translation

(NAT : 2y bT—07 L AZH)

- Host

e H—ERXXwia

« IRV T
- Cloud-init

e AT FLIRNY
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B 525N FUAICE DV AN —Y DREE DL,
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s SLAFVY— s AEDRIE o« 7 1 ADEE
- Input/Output (I/O) D1Fi% -BTARAVRE - Non-Volatile Memory
« EX)L—T vk - Inode MF4E express (NVMe)
« Input/Output Operations s 771V AT LDORIRE - Solid-state Drive (SSD)
Per Second (IOPS : 1#&%7- - 18 -SSD FJ L
YDA DIF+UF - A - RAID
-{& 10PS e I/ORTI1—5 -LVM
-1/0 T5—

 IVVNF T3V ORRE

B 5AoNYFIFICEDWC Ry bT—7)Y —XDEEZ L.
bSO —T 4T T BRIENTES,

o Ry TR DA o HIIEDHIR
S S -mlATY—
-Ib—=FaYT o LEIRRROREIE
o T7ATIF— VDA - Domain Name System (DNS)
o /VR—T1—AITT7— s JE— M RATLDTAR
-FOovFLfenry bk - Nmap
a3y - openssl s_client
VIR T—BZR

B 5Z2oNfcFIUAICTEDUT Central Processing Unit (CPU : FRSRALIE
RE) EXEVDOMEZEDN L ST a—T4 VT TBHIENTES,

s FEOEX s CPU OtXD70/NT1 s N—FDz7
- VoEZFOtR - nice - Iscpu
* 50 CPU FJH=x - renice -Ismem
s BLERETY o XEUDIEF - /proc/cpuinfo
s RWEITF1— - RERAAEVETPAIVF Yo - /proc/meminfo
* CPU B5RH ¢ Out Of Memory (OOM)

- steal - XE)=1)—2

- user = 7’DtX:F5—

- system e 27w

-idle

- iowait
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e A—H—OJ 14 DRRE o NAT—RORE
e A—H—T7FALIVT7 7L ADERE o FRMERHE
-gI—" o B HTOME
-aVTFRE
-IN—Zwiav
- ACL
-BiE
-RUY— /IR —

B 5ASNYFIFITE DV systemdZ AL Linux>’ A7 LD
— ARG RBE BB LUBRT HTENTES,

e A=W hTFAIL o —fRMIZRNRE

-H—EX - AEIEERDRE
e XY bT—UH—EX -7V —3v 05 va
« ExecStart/ExecStop - BA LY = DR
« Before/After - EEENDRERE
« BA -Jv—FILDORIE
e 1—H— - BREEVICRIB LAY —ERX
* Requires/wants

- 2RI~

* OnCalendar
* OnBootSec
ed1Zwh
* BRI
-IVE
* tnLFRA
* What
* Where
AT
A Tav
- 2=k
« 7T 7FIVbE
*RIVFI—Y—
AN s PR
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ELTC VAN EEE L EOEBERICEHTLT:

G
ACL
BIOS
Cl/CD

CIFS
CPU
DNS
FHS
FUSE
GPT

GRUB
GUID
I/O
IOPS

ISO

JSON
LDAP
LUKS
LVM
MFA
MBR
NAS
NAT

EL

R

Access Control List

Basic Input/Output System
Continuous Integration/
Continuous Deployment
Common Internet File System
Central Processing Unit
Domain Name System
Filesystem Hierarchy Standard
Filesystem in Userspace

GUID (Globally Unigue
Identifier) Partition Table
Grand Unified Bootloader
Globally Unique Identifier
Input/Output

Input/Output Operations Per Second
Internet Protocol

International Organization

for Standardization
JavaScript Object Notation
Lightweight Directory Access Protocol
Linux Unified Key Setup
Logical Volume Manager
Multifactor Authentication
Master Boot Record
Network-attached Storage
Network Address Translation
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NFS
NTP
NVMe
OOM
PAM
PKI
PXE
RAID

SAN
SCP
SELinux
SFTP
SGID
SMB
SSD
SSH
SSL
SSO
SSSD
SUID
TLS
UEFI
UFW
UsB
YAML

TN

SHIMERER

Network File System

Network Time Protocol
Non-volatile Memory Express

Out Of Memory

Pluggable Authentication Modules
Public Key Infrastructure

Preboot Execution Environment
Redundant Array of Independent
(or Inexpensive) Disks

Storage Area Network

Secure Copy Protocol

Security Enhanced Linux

Secure File Transfer Protocol

Set Group ID

Server Message Block

Solid-State Drive

Secure Shell

Secure Sockets Layer

Single Sign-On

System Security Services Daemon
Set User ID

Transport Layer Security

Unified Extensible Firmware Interface
Uncomplicated FireWall

Universal Serial Bus

YAML Ain’t Markup Language
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o« XyhT—Y « BELY—IL (Ansible, Puppet#: &)
-)b—% * Git
- ZAYF BV b7
DAY LARTIEARA b * DockerZ fzlZPodman

c AVR=RYETTER
WRTAM)E1—T3>

FhwDIN—Y/I\—RIxT * Ubuntu
e N—RTARIRZAT « Fedora Linux
* USBE LLIEDVD A 7477 * Debian

* openSUSE

* Red Hat Enterprise Linux
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